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AirWave Wireless Managemer# Sifite

New wireless technologies, from WiFi to mesh
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The AirWave Wireless Manage8uite gives IT the
level of control it needs over a large, distributed W
network:

A Manageatiiji-- Configure and contrd#iwi
infrastructure, regardless of manufacturer or
architecture

ASecurity Detect devices and enforce security po
across alWFi devices.

Avisibility View regime infonation on every user
and device, as well as historical trend reports fo
planning and analysis.

AFlexibility Fit the VFi management solution to the
existing network infrastructure

With théirWave Wireless Management Suite, retq
can effectively control the largest wireless LANS ir
world, in thousands of remote locations.

WiMax, how make it possible to deliver wireless access ewedpwiesad outdoors, in

large warehouses and small remote Afftbesnewvireles§i Ev er y wh espread, Net wo r Kk
the suppobturden grows for the entire ITratajfngrom the network engineers responsible for
managing the infrastructure to the Help Desk staff who answer the phone when users cannot ge
connectedupporting a growing network without adding substaatialiit fezpires
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intelligent, flexible management tools. In fact, Gartner Group now reports that the need for
wireless management is one of the top two barriers to wireless adoption intirelesterprise
management solutitodaymust do far moranhsimply configymuraccess points and
controllersthey need toguide a full range of operatiapabilitiefomrealtimeuser and

device monitoriftmycompliance management.

TheAirWave Wireless Management Susteftware givgsu a single console from which to

monitor, configure and controégtravirelessetwork whether you have\®@8-iaccess points

from a singe vendotwentfive thousanWiFi, mesh, and WiMax devices from a multitude of
vendord.eading Fortune 500 corporasieng;e providemiversities, school districts,

healthcare organizatiansl retailetss e Ai r Wavebs software to mar
Avaya, Cisco, Enterasys, ProCurve, Proxim, Symbol, Trapleamwel oter WLAN hardware.

The core components of the suite ithelAl&/ave Management Plafornf AMP ) fors o f t war
configuration, monitoring, and reportMigutdl® modul e for | ocati on t
mappingand theRAPIDE  mo d audtoenatdtbgue access point detectyganizations with

large wireless networks with thousands spaatessand controllers usAithéave Master

ConsoE t o view their e+hasédcamso/LAN from a singl

Together, the components of the AirWave Wireless Management Suite deliver:
A Manageability reduce operational costs thedfigjant aut@tion of routine tasks

Visibilityo every user and device, for up to 75% reduction in problem resolution time

A Securityhrough automated compliance audits and rogue AP detection

A Usabilitor the entire IT staff, enabling the Help Desk to handlaseosuppdrt

A Flexibilitto manage multiple WLAN architectures and vendors from a single console

A Scalabilitio handle even the largest and most distributed wireless networks in the world
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Ai r Wave 5. 0:

The new AirWave Wireless Managenent .............
v5.0 softwadramaticalgxtendshe market
leading capabilities of the AirWwave softwe |
used by 400+ organizations worldwide to
manage their wireless networks, deliverin:
critical new featu
Net wor kéd of tomor r (e

A Mesh netwanig& WiMak Supports
management of new mesh and Wwviax:
technologies for indoor and outdoor access, across a building or kilometers of outdoor
space.

A Universal Device Supfmhable monitoring of many other wired and wireless network
infrastructure devices

A Airwave Master Consoleancements for centralized management of the largest wireless
networks in the world.

A CustonCompliance Auditensure that infrastructure devices comply with your specific
security policies without flooding you with meateénigless

A 3D Navigati@mable quick navigation throsiggh maps by campus, buildinficamd

Enhanced Ul wi tthatehaDlatheHelp Meskaowdzvdefec r e e n' s
location informataira glance.

A Google Earth integratimrviewing outdamverage and locati@ps.

Flexible Products for Any Wireless Network

The AirWave Wireless Management Suite software is avdifgblgensionk, depending on
network sizEailover servers are available for every version, for usechitoaigsioironments.

A AWMS Enterprise EditiSingleserver, multore license for managing up to 2,500
devices in typical environments. For even larger networks, the Airwave Master Console
provides a single interface, even when the AirWave softibatedsadisiss multiple
servers for maximum scalability.

AWMS Professional EditBimgleserver license (up to 4 cores) for up to 1,000 devices.
AWMES00 EditichManages up to 200 devices.

AWMSEL00 EditiohManages up to 100 devices.

AWMSH0 Editioi Manages up to 50 devices.

> > > >y >

AWME5 Edioni Manages up to 25 devices.
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Solution Components

AirWave Management Platform (AMP)

TheAMPsoftwareepresenthe core of the
AirWave Wireless ManagementBaitieling
efficient centralized managemgotiofvireless
infratructureThe AMP software is a tbased
application that installs on standard PC serv
hardware, typically in your network operatior ## =
center. The AMP software communicates wi-.
controls your wireless infrastructure via stan
protocols (SNMPHP, etc.) across a LAN or
WA N . Mul tiple I T ste
easyto-use welbased interface simultaneously,

each with a unique login and administrative privileges tailored to specific job responsibilities.

Key features of the AMP softveduidén

A Realtime monitoring of every wireless user and device connected to yatlr network,
rapid drilown from netwarkle to devidevel monitoring views. 0 6 s new @ Qui
screens provide accurate location information at a glance.

A Centralizeconfiguration management of controllers and wireless access points to ensure
that your policies are applied efficiently and uniformly across your entire network.

A Firmware distribution to eliminatedimseming and eqpoone manual software update

Autanated compliance audits to verify the actual configuration of your APs and controllers

againstyour polics. 06 s new O6Custom Compliance Auc
exactly which settings are most critical to your orgémizetioreven cignre AMP to
automatically &érepaird misconfigured de\

A Multar chitecture support to enable you to
' ight weight centralized (fAthinoévicceAP i nf |
support dating back to the earliest days of wireless. AMP even allows you to manage anc
monitor mesh devices.

A Multvendor support SiFi, mesh, and WiMarsdware from Aruba, Avaya, Cisco,
Enterasys, ProCurve, Proxim, Symbol, LANGOMNd rany others.

A Historical trend reporting with up to two years of data. All reports amadexportable
customizahbland can be distributed automatically via email.

A Alerting and diagnostics to let you know immediately when potential problems occur on tt
WLANAlerts can be sent via email or via SNMP traps to another fault management syste

A Automated device discoveypasidmew WLAN infrastructure to your network.
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VisualRF

To understand what is happening on your w -
network, you need to kwbereyour users and
devices are locatedandtomonitor the RF
environment in those areas. The AirWave
Wireless Management
puts this information at your fingertips throu
integrated mapping and loadditanVvisualRF
uses sophistieat RF fingerprinting to accurat
display coverage patterncaludlatéhe
location of every wireless device inBasgef
all VisualRF does not require dedicated RF
sensors or a costly additional location aplatiee necessary informéigathered from your
existing wireless access points and controllers.

A

FregeegiicRiagg

Key features of tMisualRBoftware include:

A Accurate calculation of the location of each wireless user and device, using RF data from
your existing ARsd controllersocation agracy increases with higher density, providing
more data points to Otriangulated the |
accuracy can be achieved with local site survéyb usingAi r Wav e Managemi

A 5.006s new 3D rHalDesk#otsimman upthel appvopriaty maps simply
by clicking on the appropriate campus, building, or floor.

Google Earth integration for depiction of outdoor coverage and device location.
Heatmaps depict the strength of RF coverage in each location

Colao-coded channel maps help you reduce interference and detect potential problems ea

> > > >

Integrates with the AirWave Management Platform for onscreen display of alerts and errc
conditions (i.e., an AP weitidisplay in red when a critical alert ioagtiven usage
conditions exceed-gedined thresholds)

A Automatically recalcultieRF attenuation grid and device Ietsts®d on retiine
data from your wireless LAN, for indiezs@adaccuracy

A Calibrates RF dat andfarossifferentlprodud lines frametired o r
same vendor) for accurate display evenvendaitand mudtchitecture environments.

A Direct import of JPEG and other files to serve as thgdasisfiaRF mapwith asy
0ctoandH 6 f wsitiomewlydiscoveced ARsyou¥isualRF map.

A lncludes the Air Wave ,Wthinstallagos workiviaad Pl an |
offline capabilities (so you do not need to give installation contractors access to your
management solution).
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RAPDS Rogue AP Detection

Unaut horized 6rogu
the most command serious wireless
security threats. With RAPIDS, you can |
your existing enterpgsade access points
0l i st eumknown &Rs broaddasting
within RF raeg you do not need to buy of
install additional RF senddm$ortunately,
wireless techniques aloneatdetecstll
rogues. The sad truth istbgiie APs on
your network are far more likely to have
installed by your own usershilia
malicioustruder. &ur users are much mo
likely to install their own access points w

you daotyet have VWi coverage than they

@ network » Y8 san Mateo » B Borel » Foor

! it
ales
Discovery Method
Wireless AP scan

Wirgless AF scan

Wireless AP scan

Agent CH | RSSI
HQ-Engineering-2 1 -60
HQ-Engineering -2 1 -59
HQ-BoardRoom 1 74

are to connect rogues right next to one
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own APs. The RAPIDS module uses a uniqgue combination of discoverydsglyoiglues ac
wirelesandwired network infrastructure to find rogues no matter where they are located.

Key features of RAPIDSoftware include:

A Wireless rogue scanning using your existing access points (thick or thin) to detect and loc
rogue devicesthin range.

Displays rogue locatiarthe appropriate VisualRF site map.

A Wireline discovery using SNMP and HTTP scans. Discovered devices are compared to
RAPID&latabase of 9,000+ ranges to determine which are most likely to be access point:

A Correlatedata from wired and wireless scans to assign a score to each unknown device c
your network, reflecting the likelihood that the device is a rogue AP

A Generates a higHority alert containing all known information about the rogue, including
SSID, secuyisettings, switch port, etc.

A lnterrogates the OS of potenti al rogue

Optional Air Wave
devices to serve

M alloves gobo mse WikinaBledi Wendows
&ss discovery. t i on al

soft
6sensor s

A lncludes O6ignore APO® functionality to a

A Eliminates the needifoeconsumingianual rogue scans with a wireless analyzer
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AirWave Wireless Management 8ndéts
Visibility

Youcandt manage what you candét see. The key
reducing wireless network support costs and improving

performance is to make goud T staff can quickly

and reliably get the information they need to diagnose

and resolve probleM#hilesomdeadingpropritary

management solutions make this type of data available

only through repoftie AirWave Wireless

Management Suitebds most important function
all the information you need at your fifiggntifs

help you quickly locatser or device avtyere on

your networlBy making all this information readily available, AirWave customers reduce wireless
problem resolution time by up to 75% and reduceeldtetbsapport calls by up tqMd@fee

Customer Survey, June 2006)

User & Device Mooiiing

AirWave provides individuatiimeaimonitoring screens for every user and device on your network.
APRlevel views show you exactly how many users are connected to the access point, who those
users are, how much bandwidth they aieamsirayeprovides graphs depicting current usage
patterns compared to the last day, week, month, and yeals¢ exasaimiRF statistics
(AB802.11 counterso) and QoS data (voice tra
Desk candrilldowntoamnd i vi dual wuser view, checking th
utilization, and up to two years of roaming &istarioggling over to a VisualRF map to check
realtimeusageand REonditiomin that facility.

Historical Trend Reporting

To pan network capacity and diagnose user problems adequately, it is not enough to look at real
time data alone. You also need trend data dating back months or years to determine how curren
conditions compare to previous levels and how changing usagaypgtachetwork
perbrmance.rBprietary management solutiagigrovide onyfew weeks of dakee AirWave

Wireless Management Suite gives you up two years of historical data and user roaming patterns

Location Information

Sometimes, toaccuyateldi agnose and resolve a wireless
going on in the RF environment: Are too many users connected to an AP? Is the user in a dead
Is there interference from a neighbopilgeiPwAirWave Wireless Managemeaat3li

Quick View screens put al | Twihoustheicostsafr mat i on
specialized sensors or location appliances.
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